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a. Description.  Telecommunication and video surveillance services and/or equipment for 
incorporation into the project must comply with Title 2 of the CFR Section 200.216, Prohibition on 
certain telecommunication and video surveillance services or equipment requirements.  The CFR 
states the entities listed below must not be procured or acquired. 
 

b. Materials.  All telecommunication, video surveillance services, and/or equipment 
produced by the following manufacturers is prohibited. 
 

• Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of 
such entities).  View 15 CFR 744 supplement No. 4 to Part 744 Entity List. 

 
• Hytera Communications Corporation, Hangzhou Hikvision Digital Technology 
Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities). 

 
• Any other entity owned or controlled by, or otherwise connected to, the government of 
a covered foreign country that the Secretary of Defense deems reasonable to prohibit.   

 
1. Products that are subject to the prohibition on telecommunication, video surveillance 

services, and/or equipment coverage include, but are not limited to, the following: 
 

A. Hardware.  Any component of any system, or as critical technology as part of any 
system affiliated with the specified manufacturers must not be procured, acquired, or 
supplied.  This includes fiber optics, closed-circuit television (CCTV), switches, routers, 
servers, wireless radios, etc. 

 
B. Software.  Any type of software associated with the hardware must not be procured 

or acquired. 
 

C. Service Contracts.  Any type of service contract, such as telecommunications, 
cloud services, etc., associated with the hardware or software must not be procured or 
acquired.  Extending or renewing a contract and/or engaging a contract with the specified 
manufacturers is also prohibited. 


