20RD820(B310)
20RD820(B310)
DET:MS	2 of 7	12-10-21
MICHIGAN
DEPARTMENT OF TRANSPORATION

SPECIAL PROVISION
FOR
WIRELESS DATA ACQUISITION, ALERTS AND ANALYTICS SYSTEM

DET:MS	1 of 14	APPR:EMS:EG:12-10-21

a.	Description.  This work consists of furnishing, installation, integration and testing of an environmentally hardened, purpose-built device and service coordination with the City of Detroit to provide an end-to-end wireless data acquisition, transmission and alerts system for existing traffic signal controllers and all other material, labor and equipment necessary to provide a complete and operating system as specified herein.

The device provides connectivity from the ITS field device(s), including NEMA A, B, C Traffic Signal Controllers, to the Traffic Management Center (TMC), as well as providing an application to remotely monitor and manage the traffic signal operation and associated traffic signal devices.  Integration to the traffic controller will be via NTCIP unless specified on the plan sheet for specific intersections, such as NEMA A, B, C, and EF-140.  Perform this work in accordance with the standard specifications and as specified herein.

b.	Materials.  Furnish, install, integrate, and test all equipment and required components (hardware and software), including antennas, antenna cables, interconnect cables, power supplies, and all components necessary to provide full and complete functionality in all respects, without additional expense to the City of Detroit.

All cellular data services are to be paid for as noted in the Measurement and Payment section.

Use identical and completely interchangeable equipment at each field location based on the requirements at each field location.

1.	Functional and Performance Requirements.

A.	Hardware.

B.	Data Acquisition.

C.	Communication Service.

D.	Software.

E.	Testing and Certification.

F.	Installation.

G.	Support.

H.	Intellectual Property.

I.	Industry References.

2.	Materials.  Furnish equipment that meets the following requirements.

A.	Hardware.

(1)	Communications Interface Hardware.

(a)	Must support 4th Generation (4G) long term evolution (LTE) cellular connectivity with multiple input/multiple output (MiMo) and diversity (Bands 2, 4, 5, 13, 17, 25), high speed packet access (HSPA+), global system for mobile communications (GSM)/general packet radio services/enhanced data rates for GSM evolution, evolution-data optimized Rev A, single-carrier radio transmission technology with peak downlink of 100 megabits per second (Mbps) and peak uplink of 50 Mbps.

(b)	Must support 802.11 a/b/g/n with MiMo and Diversity antennas with security of at least 64/128 bits wired equivalent privacy, wireless fidelity (Wi-Fi) protected access (WPA), WPA2.

(c)	Must support global positioning system (GPS) and global navigation satellite system (GNSS).

(d)	Must support communication of telemetry data, video data, alert data, and vehicle identification data to the server via the communication service.

(e)	Must support direct communication between the server and the devices connected to the peripheral interface and the controller interface.

(2)	Antenna Hardware.

(a)	Must provide an externally mounted antenna for supporting functionality of the communications interface.

(b)	Must contain the following fully enclosed antenna elements and quantities in a single enclosure:

(i)	2nd Generation (2G)/3rd Generation (3G)/LTE MiMo (quantity: 2)

(ii)	2.4 Gigahertz (GHz)/5GHz Wi-Fi MiMo (quantity: 2)

(iii)	GPS/GNSS/BeiDou (quantity: 1)

(iv)	Dedicated Short Range Communications (quantity: 1)

(c)	Ensure antenna terminations are labeled for easy installation.

(d)	Must not exceed 35 millimeters (mm) in height.

(e)	Must be colored Pantone 427 U for blend with traffic cabinet construction.

(f)	Must be ingress protection 67 rated and mounted on the cabinet with a water-tight seal made of a closed cell rubber type foam and medium-firm acrylic adhesive with bonding features including a high initial adhesion and excellent high/low temperature holding power with excellent peel strength.

[bookmark: _Hlk19708527](3)	NTCIP Controller Interface Hardware.  Unless otherwise specified on the plans, configure the traffic signal controller interface via NTCIP and meet the following requirements:

(a)	Must communicate with an NTCIP compliant controller over Ethernet providing auto-negotiation to 10/100 Mbps, half or full duplex.

(b)	Must provide an Ethernet cable for interfacing with NEMA TS2 type A1N, A2N, P1N, or P2N controllers.

(c)	The Ethernet cable must meet NEMA operating temperature specification -34 °C to 74 °C (-29 °F to 165 °F).

(d)	Shield the Ethernet cable with stranded conductor and jacket meeting UL 2556d.

(e)	Must communicate to the controller over transmission control protocol/internet protocol (IP).

(f)	Must support communication over simple network management protocol v1, v2c, and v3 protocols.

(g)	Must support communication over NTCIPs reading all objects defined in NTCIP 1201 and 1202 supported by the controller.

(h)	Must acquire and record phase, channel, detector, pedestrian detector, pre-emption, alarm and overlap statuses at a frequency of no less than 10 times per second including whether a phase is next or has a call for service on it.

(i)	Must read and distinguish between detector, pedestrian detection and pre-emption device information from all detectors, pedestrian detectors and pre-emption devices wired into the cabinet.

(j)	Must detect failure of a detector, pedestrian detector or pre-emption device in either always high, or always low mode based on user configuration.

(k)	Must detect all controller defined failures of a detector defined in NTCIP-1202:ASC.vehicleDetectorAlarms.

(l)	Must detect all detector defined failures of a detector defined in NTCIP-1202:ASC.vehicleDetectorReportedAlarms.

(m)	Must detect the free mode status of the controller.

(n)	Where provided, the controller must read including cycle and sync status, as well as current and future coordination plan parameters.

(o)	Must support distinguishing between minimum green, extension, maximum, green rest, yellow change, red clearance and red rest intervals of a phase.

(p)	Must identify flash status, stop time, external start, power restart, low battery, a serviceable call exists and has not been serviced for two cycles, or software development life cycle response fault.

(q)	Must support measurement of the existing sequence selected.

(r)	Must support reading of the phase table, sequence table, channel table and overlap table.

(s)	Must support controller clock re-syncing.

(t)	Must support placing a call on a phase if a detector is in fault.

(u)	Must support running the traffic controller in free mode through force, hold and omit directions.

(v)	Must support setting the current timing plan dial, split, or offset.

(w)	Must support setting of the coordination plan parameters including but not limited to splits, offsets, and cycle length.

(x)	Must support setting of phase table parameters.

(y)	Must support capturing and reporting controller faults based on controller reported flash status reasons of 'other', 'automatic', 'localManual', 'faultMonitor', 'mmu', 'startup', and 'preempt'.

(4)	NEMA/EF-140 Controller Interface Hardware.  If specified on the plans, configure the traffic signal controller interface via NEMA A, B, C or EF-140 connection and meet the following requirements:

(a)	Must be installed in series between traffic controller and cabinet on the A, B, and C lines for NEMA A, B, C controllers, or the A, B, and D lines for EF-140 controllers.

(b)	Must come equipped with the three interface cables required to connect in series between the control and cabinet.

(c)	Must use input and output connectors for the A, B, C lines which adhere to MIL-DTL-26482 to allow easy interconnection on NEMA A, B, C controllers.

(d)	Must include a locking mechanism for the power connector to the ABC (or ABD) interface.

(e)	Must include an Ethernet port for communication with the peripheral interface.

(f)	Must support safe failover to pass-thru functionality which must provide uninterrupted communication between the cabinet and controller in the event of the controller interface being unpowered.

(g)	Must provide galvanic isolation between earth ground and logic ground.

(h)	Must provide acquisition of detector state, controller state, and alarms at a frequency of at least 10 times per second.

(i)	Must communicate data read from the ABC (or ABD) lines to the peripheral interface via an Ethernet connection.

(j)	Must support reading information from all detectors that are wired into the cabinet.

(k)	Must detect failure of a detector in either always high, or always low, mode.

(l)	Must detect whether the controller is in free mode versus coordinated mode (NEMA A, B, C controllers only).

(m)	Must support distinguishing between pre-emption and detector calls.

(n)	Must support distinguishing between variable and minimum portions of the phase interface (NEMA A, B, C controllers only).

(o)	Must support measurement of the existing sequence selected (NEMA A, B, C controllers only).

(p)	Must support measurement of the next phase in the sequence.

(q)	Must support measurement of whether a phase has a call on it.

(r)	Must support measurement of current timing plan information including selected dial, selected split, and selected offset.

(s)	Must support measurement of Alarm 1 and Alarm 2 status (NEMA A, B, C controllers only).

(t)	Must support remote power cycling of the traffic controller to enable resets.

(u)	Must support controller clock re-syncing to midnight when supported on the controller with a D cable connection.

(v)	Must support putting a detector into recall upon failure and allow modification of the detector value for those in recall.

(w)	Must support running the traffic controller in free mode through force, hold and omit directions (NEMA A, B, C controllers only).

(x)	Must support setting the current timing plan dial, split, or offset (NEMA A, B, C controllers only).

(y)	Must support switching to secondary maximums of the timing ring (NEMA A, B, C controllers only).

(z)	Must support capture and report of controller faults based on detecting activity on pins related to stop time, controller output, voltage monitor, and external start.

(5)	Peripheral Interface Hardware.

(a)	Must support 2x universal serial bus 2.0 device ports.

(b)	Must support 4x 10/100/1000 base Ethernet ports.

(c)	Must support power over Ethernet (PoE) on 2x of the above ports, with at least one of which capable of supporting PoE+.

(d)	Must support industrial temperature rated storage comprising of a solid-state drive of at least 64 gigabit (GB).

(e)	Must provide LED indicators for server connectivity, Ethernet link/activity, power, cellular link/activity and signal strength.

(f)	Must support 4x recommend standard (RS) 232 serial connections (one port configurable to RS485) with registered jack 45 connectors.

(g)	Must provide digital input/output (I/O) pins 4x I/O pins (200 milliamp (mA) sinking each), digital input, 0~30 volts, 1 x 24 volts direct current supply pin (200mA max sourcing), 5x ground.

(h)	Must provide galvanic isolation between earth ground and logic ground.

(i)	Must provide data buffering of all telemetry data and alert data during periods of loss of power for at least 10 seconds.

B.	Data Acquisition.

(1)	Telemetry Data Acquisition.

(a)	Must acquire vehicle and pedestrian signal telemetry data, detector telemetry data, and pre-emption telemetry data via controller interface.

(b)	Must acquire data from peripheral cabinet devices via the peripheral interface.

(2)	Alert Data Acquisition.  Must detect the following alert conditions and transmit them to the server via the communications service.

(a)	Cabinet power outages.

(b)	Traffic signals in flash.

(c)	Uninterruptable Power Supply (UPS) battery backup system in use.

(d)	UPS battery backup system falls below a configurable charge level.

(e)	Any digital I/O signal which has been configured as an alert channel.

(f)	Detector failure (stuck high or low).

(g)	Pre-emption system failure (stuck high or low).

(h)	Controller failures reported by the controller interface hardware.

(3)	Video Data Acquisition.

(a)	Must support acquisition of live video data via peripheral interface connected video devices that meet the following requirements:

(i)	Support real time streaming protocol.

(ii)	Have remotely configurable video stream settings.

(iii)	Have a configurable frame rate up to 30 frames per second (fps).

(iv)	Have a configurable resolution, supporting a minimum resolution of 1280x1280.

(b)	Must support acquisition of live video snapshots at least once per second via peripheral interface connected video devices that meet the following requirements:

(i)	Joint photographic experts group file format generation.

(ii)	Images accessible via hypertext transfer protocol (HTTP).

(c)	Must support recall of historical video data which has been stored to the solid-state drive (on the peripheral interface hardware) for at least 7 days of 24 hour-a-day recording.

(4)	Vehicle Identification Data Acquisition.

(a)	Must capture vehicle presence via a wireless traffic probe utilizing Wi-Fi media access control (MAC) address identification technology.

(b)	Must hash all MAC addresses prior to cellular transmission using the secure hash algorithm-512 algorithm, with a key cycled every 24 hours.

(c)	Must transmit hashed MAC addresses and Wi-Fi signal strength information to server at least once per minute.

C.	Communication Service.

(1)	Cellular Communications.

(a)	Must provide 4G LTE cellular data service between the communications interface and the server via a national commercial carrier using Bands 2, 4, and 13.

(b)	Failover support from 4G to 3G to 2G with incremental fallback.

(2)	Server.

(a)	Must be hosted at a professional cloud hosting facility with redundancy of at least 2 instances, with automatic load balancing and must scale to support any simultaneous number of connections.

(b)	Must support permanent storage of all telemetry data, alert data, and vehicle identification data in perpetuity.

(3)	Secure Communications.

(a)	Must provide a virtual private network for secure data transmission between the communications interface and server.

(b)	Must create a private network where IP traffic can be transmitted from a traffic cabinet directly into the traffic management center and any central software systems.

(c)	Must use authenticated using public key infrastructure and encrypting using public key infrastructure and the transport layer security/datagram transport layer security 1.0+ protocol.

(d)	Must support HTTP secure/secure socket layer (SSL) communication to the server from the public internet for access of the user interface.

(e)	Must support revoking of all authenticated user names, passwords, or keys at any time.

(f)	Must support simultaneous integration across a heterogeneous mix of different technologies and providers, including different cellular providers, fiber connected networks, and point-to-point radio solutions.

(g)	Must support integrating an unlimited number of intersections with the customers Central Management System (CMS) and be capable of supporting both IP and serial-over-IP connections to all controller models in the field.  The communication system must meet all bandwidth and latency requirements of the customers CMS.  (CMS's have different requirements).

3.	Software.

A.	User Interface.

(1)	Must provide a secure web-based graphical user interface using SSL.

(2)	Must support an unlimited number of concurrent logins by authenticated users.

(3)	Must be fully accessible via desktop, tablet, and mobile products on Chrome, Internet Explorer (Edge, 11.0) and Safari.

(4)	Must provide all the functionality of signal monitoring, alerts management, inventory and asset management, video streaming and recall, video analytics, and traffic data analysis from a single software application requiring a single login.

(5)	Must meet the World Wide Web Consortium standard for Accessible Rich Internet Applications 1.0 in order to support users with disabilities.

(6)	Must support user login via Open Authorization Login.

(7)	Must provide a secure means of verifying account registration via email.

(8)	Must provide a secure means of password reset.

(9)	Must support the addition and management of user accounts for users that are both inside and outside of the organization at no additional cost.

(10)	Must support access to all telemetry data, alert data, and vehicle identification data stored on the server.

B.	Signal Monitoring.

(1)	Must support live display of all telemetry data with latency not to exceed 1 second when LTE connection is active.

(2)	Must support historical display of all telemetry data on-demand with load latency not to exceed 1 second.

(3)	Must support a viewing mode in which all telemetry data is displayed overlaid onto a diagram of the intersection.

(4)	Must support a viewing mode in which all telemetry data is displayed in a timing diagram format in which interval length is displayed in seconds for each signal phase.

(5)	Must support display of environmental weather conditions, including precipitation and temperature, as part of live and historical viewing of telemetry data.

(6)	Must provide reporting on signal telemetry, detector, and alert data.

C.	Alerts Management.

(1)	Must display real-time status of all active alerts including power outages, signals in flash, UPS battery activity, UPS low-charge level, detector failures, pre-empt failures, controller failures, and any custom configured digital I/O alerts.

(2)	Must display log of all historical alerts including time of alert, resolution time, and notified users.

(3)	Must support short message service (SMS) and Email alerts for all alert events (listed in the subsection b.2.B.(2) - Alert Data Acquisition of this special provision).

(4)	Must support configuration of distribution of SMS and Email alerts based to different user groups based on alert type.

(5)	Must support reports indicating alert volume by intersection over time.

D.	Video Streaming and Recall.

(1)	Must support live video streaming and video recall to desktop browsers without any third-party plugins.

(2)	Must support live video streaming and video recall on tablet browsers using the HTTP live streaming protocol.

(3)	Must support recall of video content stored to the solid-state drive of the cabinet installed hardware device for at least 1 week.

(4)	Must support live video streaming with a latency of no more than 10 seconds at a frame rate of at least 15 fps.

(5)	Must support live video streaming with an initial load time of no more than 10 seconds.

(6)	Must support at least 20 concurrent video streams from a single camera to be viewed in multiple browsers.

(7)	Must support at least 40 concurrent video streams from all cameras active in the system, to be viewed in multiple browsers.

E.	Video Analytics.

(1)	Must support generation of traffic studies based on recorded video data including turning movement counts (with vehicle classifications), vehicle volume counts (with vehicle classifications), pedestrian counts, bicycle counts utilizing a 360-degree camera.

(2)	Must support generation of all above mentioned traffic studies within 72 hours of submission of report request.

(3)	Must support 95 percent guaranteed accuracy on all above mentioned traffic studies.

(4)	Must support export of traffic study data in the universal traffic data format for easy import into applications such as Synchro.

F.	Traffic Data Analysis.

(1)	Data Reporting.  Must support generation of any of the below listed travel time, signal performance metrics, or pre-empt analysis for any 24 hour period in under 5 seconds, for all captured data up to 3 years in the past.

(2)	Travel Time.

(a)	Must support generation of point-to-point travel time calculations from the vehicle identification data for any two devices in the network.

(b)	Must support calculation and viewing of travel time data within 15 minutes of capture.

(c)	Must support generation and overlay of historical travel time trends over any period (minimum 3 months) throughout the 3-year data set.

(d)	Must support generation of historical variability statistics of travel time over any period (minimum 3 months) throughout the 3-year data.

(3)	Signal Performance Metrics.

(a)	Must support generation of approach volume charts when the intersection includes advance detector data.

(b)	Must support generation of arrivals-on-red/arrivals-on-green charts when the intersection includes advance detector data.

(c)	Must support generation of Purdue Split Failure chart when the intersection includes stop-bar detector data.

(d)	Must support generation of detector occupancy ratio charts (Red, Green, and the first 5 seconds of Red Occupancy Ratio) for all intersection movements that include stop-bar detector data.

(e)	Must support generation of phase interval transition charts over any 24-hour period.

(f)	Must support download of all above mentioned signal performance charts as flat image files or PDF files.

(g)	Must support generation and overlay of historical trends of approach volumes and arrivals-on-red over any period (minimum 3 months) throughout the 3-year data set.

(h)	Must support generation of historical variability statistics of approach volumes and arrival-on-red over any period (minimum 3 months) throughout the 3-year data.

(4)	Pre-Empt Analysis.

(a)	Must support generation and recall of logs of pre-empt events, including their time of occurrence and duration.

(b)	Must support ability to query historical occurrences of pre-empt events into tabular format for export, in perpetuity.

G.	Device Monitoring.  Must provide a serial-over-LTE connection and appropriate networking support to enable secure communications between cabinet hardware and existing third-party software used by the customer including CMS and memory management unit (MMU) desktop software applications.

H.	Inventory and Asset Management.

(1)	Must support the creation of geographical placeholders for any intersection, including those without a device installed.

(2)	Must support the ability to record and store cabinet equipment inventory information associated with each intersection.

(3)	Must support the ability to upload and store an unlimited number of arbitrary files including, image and video files, with each node in the network up to a size of 1 GB per file.

(4)	Must support the ability to view all inventory and asset information, including uploaded files.

I.	Open Data Support.

(1)	Must support open data to application programming interface (API) via representational state transfer interface including Java Script Object Notation to all telemetry data, alert data, and vehicle identification data.

(2)	Must support administrator control of level of data API access, including what function calls may be made publicly and what function calls are accessible only through authentication.

(3)	Must support Swagger.io documentation of API.

(4)	All reports and processed data listed in the Traffic Data Analysis subsection must also be accessible via this Open Data API.

4.	Testing and Certification.

A.	Hardware Certification Testing.

(1)	Communications interface must be PTCRB and Verizon Safe-For-Network Certified.

(2)	Communications interface, peripheral interface, and controller interface must meet the following requirements:

(a)	Must be fully NEMA tested and compliant, including shock, vibration, voltage, and thermal articles 2.2.7- 2.2.11.

(b)	Must support NEMA operating temperature specification -34 °C to 74 °C (-29 °F to 165 °F).

(c)	Must support NEMA storage temperature specification -34 °C to 74 °C (-29 °F to 165 °F).

(d)	Must support humidity operating requirements of 5 percent - 95 percent relative humidity non-condensing.

(e)	Must be FCC tested and compliant.

(f)	Must be restriction of hazardous substances compliant.

B.	Travel Time Accuracy.  Must provide testing data showing a match rate of vehicle identification data between adjacent intersections of at least 5 percent, where the match rate is the portion of the total road vehicle volume for which a successful MAC-address match is performed at two adjacent intersections.

5.	Installation.

A.	Must include all mounting hardware with device(s).

B.	Provide all functionality of peripheral interface and communications interface in a self-contained device not exceeding 250mm by 270mm by 50mm in size.

C.	Provide all functionality of controller interface in a self-contained device not exceeding 250mm by 270mm by 105mm in size.

D.	Must not require more than two distinct and self-contained devices to fulfill functionality of peripheral interface, controller interface, and communications interface.

E.	Ensure all hardware operates off a single UL, Canadian Standards Association certificated Limited Power Source industrial temperature rated power supply.

6.	Support.  Vendor must provide technical support via email and toll-free telephone for all included hardware and software between the hours of 7:00 and 20:00 eastern standard time (EST), Monday through Friday.

7.	Intellectual Property.  Must include a license to utilize Patent Pending USA 15/150,128 and PCT/CA2016/050531 "System and Method for Connecting Traffic Intersections".

8.	Industry References.

A.	Must provide evidence of successful installation of the above-mentioned hardware and software system in a minimum of 25 North American municipal, county, or state public traffic agencies.

B.	Must provide evidence of a successful installation of the above-mentioned hardware and software system in a single location for a continuous period of at least 30 weeks.

c.	Construction.

1.	General.

A.	Install the device as indicated on the plans.

B.	Install antenna(s) on the cabinet per provided instructions.

C.	Install using settings that were approved at equipment mockup (if required per the Special Provision for Project Overview and 20SP-826H - System Integration and Testing) or as approved by the Engineer to ensure interoperability and security, including virtual private network settings, local IP address, port forwarding and network address translation, and IP-based filtering.

D.	Integrate and test to meet specifications for integration and as shown on the plans.

2.	Warranty.  Provide device with a standard manufacturer’s warranty, transferable to the City of Detroit.  The device must carry a warranty including parts and labor for 5 years from the date of shipment with at least 4 years of warranty remaining at the start of burn-in.  Firmware updates, Web application updates and security updates must be provided by the vendor over the term of the contract.

d.	Measurement and Payment.  The completed work, as described, will be measured and paid for at the contract unit price using the following pay items:

Pay Item	Pay Unit

Wireless Data Acquisition, Alerts and Analytics System	Each
Cellular Data Service for __ Year	Each

1.	Wireless Data Acquisition, Alerts and Analytics System includes payment in full for furnishing all labor, material, and equipment including cellular modem, spectrum antenna, interface unit, cables, and other mounting hardware necessary to complete the traffic cabinet installation in accordance with the plans and the special provisions.

2.	Cellular Data Service for __ Year includes payment in full for furnishing all labor, material, and equipment necessary to complete the configuration of the software package, and all wireless data charges associated with the functionality outlined.  The cellular data service is for 2GB shared data plan for each device for the specified number of years.  Software updates and bug fixes are provided at no additional charge.
